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We broadly cover the field of information security with the research theme of
developing secure computers
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There are attacks that exploit electromagnetic radiation, power
consumption, and other side channels to leak confidential
information from within computers. Our laboratory researches on
design methods to prevent such information leakage attacks.
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I am researching to develop an operating system (OS) that defends
against information leakage attacks using the power consumption
waveforms of computers, aiming to improve security against such
side-channel attacks.
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| 'am researching a circuit design to counter the side-channel
vulnerabilities of the internet standard encryption called AES.
I'am proposing a mechanism to control the data flow inside the
circuit in order to hide clues about the encryption key that may
leak through side channels.
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(5" Published Papers)

Ryoma Katsube, Shinichi Nishizawa, and Tomoaki Ukezono, "An
EDA Based Side-Channel Attack Flamework for Netlists," Proc. of
2025 IEEE Region 3 Conferencex, 6-pages, Mar. 2025.

Soma Kato, Yui Koyanagi and Tomoaki Ukezono, "An OS support
for Tamper-resistant Software Execution Using Empty
Interruptions," Proc. of 20th International Conference on
Information Systems Security, Springer LNCS Vol. 15416, pp.25-41,
18-pages, DOI: 10.1007/978-3-031-80020-7_2, Dec. 2024.

Yui Koyanagi and Tomoaki Ukezono, "Random Clock Gating for
Side-Channel Protection," Proc. of 2024 IEEE Asia Pacific
Conference on Circuits and Systems, pp.697-701, 5-pages, DOI:
10.1109/APCCAS62602.2024.10808212, Nov. 2024.

Ryoma Katsube, Taiki Nagatomo, and Tomoaki Ukezono,
"Flattening Power Waveforms by Hamming Distance Converter
for Side-Channel Attacks," Proc. of 2024 I|EEE Asia
Pacific Conference on Circuits and Systems, DOI:
10.1109/APCCAS62602.2024.10808349, pp.231-235, 5-pages, Nov.
2024,
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